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Introduction
With the worldwide increase in the quantity and

We believe that the details contained in this

strictness of laws and regulations that impact

report can help organizations assess their own

information security, organizations should be

state of handling compliance and information

more concerned about the balance they put on

security. The main ﬁndings of this survey are:

how they handle security risks, and how the
security controls they implemented are compliant with such legal requirements. But how
prepared are they for this scenario?
With this idea in mind, Advisera carried out the
survey ‘’Compliance and information security How are they related?’’ from June 12 to 18,

Key ﬁnding 1)
Most respondents see security and compliance
as being very tightly related.

2019, with 605 respondents. Survey respond-

Key ﬁnding 2)

ents came from countries on ﬁve continents,

The main difference between security and

from various industries, mostly from smaller and

compliance seems to be the goal of satisfying

medium-size companies, acting mostly in IT and

the auditors/third parties, which is more

security positions. The poll was anonymous. The

important for compliance, while not so

goal of the survey was to research the connection

relevant for security.

between security and compliance, and ﬁnd out
the following:

Key ﬁnding 3)
The respondents place human factors and

whether companies prefer the focus on

organizational factors as more important than

compliance or on security

technical safeguards as the cause of breaches.

typical security methods used to cover
compliance requirements;
what kind of compliance their clients
typically ask for; and

Key ﬁnding 4)
Being compliant with laws and regulations is
not a guarantee against data breaches.

why data breaches usually happen

On the following pages, you will ﬁnd more detailed information on these ﬁndings, as well as about other questions
we considered in this survey. You will also ﬁnd recommendations for improving compliance and information
security in the form of articles and other useful materials.
For more information about any of the contents of this report, please contact Advisera support team.
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1) How tightly are security and
compliance related?
How much are security and
compliance related?

2.16%

12.94%

84.91%

Finding
Nearly 85% of respondents consider
security and compliance to be highly
related and feel that they need to be
implemented together.

One can be implemented
without the other

Advisera insight

None of the above

They are highly related;
they need to be
implemented together

This perception of respondents can be
supported by the fact that most
security managers take into account
laws, regulations, and other legal
requirements (e.g., contracts and
service agreements) when
implementing security.
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2) Activities relevant for both compliance
and information security
What are the common activities that need
to be done both because of compliance
and because of information security?
Manage risks

85.71%

Train employees

83.70%

Document policies and procedures

83.50%

Apply security controls
List all legal, regulatory, and contractual
requirements
Take into account business needs

Finding

79.33%
77.49%
75.63%

Maintain and improve systems and processes

74.96%

Report to the top management

Surprisingly, there are a couple activities that seem to be less common for
both compliance and information
security. These include satisfying the
auditors/third parties, using a frame-

66.72%

Set KPIs and measure ther achievement

59.83%

Monitor suppliers

55.13%

Use a framework for setting up a system

51.76%

Satisfy the auditors / third parties
Other [text input]

38.66%
2.69%

0%

10% 20% 30% 40% 50% 60% 70% 80% 90%

work for setting up a system, monitoring suppliers, setting KPIs and measuring their achievement, and reporting to
the top management.

Advisera insight
Some potential reasons for organizations

By not using a common framework for both

not using a common framework for both

security and compliance, an organization

security and compliance may be:

may have redundancy on common activities
(e.g., identiﬁcation of requirements,

1) lack of knowledge about available
frameworks;

measurement, and management review),

2) lack of understanding on how to

resources and effort than necessary.

which leads to inefﬁciency, using more

integrate different frameworks;
3) separated teams without an integrated
approach.
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For example, by not considering both

For further information about the impor-

security and compliance requirements that

tance of KPIs and their monitoring, see

satisfy auditors and third parties (e.g.,

these articles based on ISO 27001, which is

customers and regulators), an organization

the main ISO standard for information

may ﬁnish with many more KPIs than

security management that has been

necessary, instead of using fewer KPIs that

adopted worldwide:

are useful for both issues.

Key performance indicators for an
ISO 27001 ISMS and

Additionally, by performing joint monitoring

How to perform monitoring and

of suppliers, as well as joint reporting to

measurement in ISO 27001

management, an organization can provide
to top management a wider view of compliance and security, allowing for the identiﬁcation of situations that could be missed if
seen separately, and improving the overall
effectiveness of information security and
compliance.

ISO
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3) Causes of data breaches

In your opinion, why do data
breaches usually happen?
Employees were not
properly trained
for security

Technical safeguards
were not in place
2.17%
Fully
disagree

17.73%

1.00%
Disagree

Fully
agree

Finding

Fully
disagree

12.54%

3.01% Disagree
5.85%
Neutral

14.72%
Neutral

Employees who have not been
41.14%

properly trained are considered by

Fully
agree

52.84%

respondents to be the main cause of

49.00%
Agree

Agree

data breaches, followed by a lack of
security processes and technical

The company did not
set up security
processes

safeguards. Failure to comply with
security laws and regulations is seen

The company did not
comply with all security
laws and regulations

as the least frequent cause of data
1.02%

breaches.

Fully
disagree

14.38%
9.14%
Disagree

22.84%

Advisera insight

Fully
agree

Fully
disagree

17.24%

14.55%

Fully
agree

3.38%

Disagree

Neutral

Social engineering and exploitation of
technical vulnerabilities are among the
main weapons used by attackers to

52.45%

37.39%

28.60%

compromise an organization’s data, and

Agree

Agree

Neutral

their chance of success is increased by
the lack of training (not only of common

fulﬁlling their requirements is not a

users, but also of technical staff), and

guarantee that an organization will be

also by not adopting robust processes

safe, so organizations should also rely on

and technologies.

risk management approaches.

Regarding laws and regulations,

For further information see the article

because in most cases they cannot

8 security practices to use in your

cover all possible situations, simply

employee training and awareness program
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4) Which is more important:
Security or compliance?

Does your company typically place more
emphasis on security or on compliance?

1.65%
18.68%

Finding
Almost 62% of the respondents
17.69%

believe that security and compliance

61.98%

must be treated with equal importance.

Advisera insight
We can point to at least two reasons
that contribute to this result:
Organizations need to fulﬁll customers’
requirements, who also consider both
compliance and security equally

We primarily care about
security, and compliance is
a secondary issue for us

We primarily care about
compliance and security
is a secondary issue for us

We treat security and
compliance with equal
importance

None of the above

important to their business (see
question 6 below), so they expect the
same commitment from their suppliers.

3) maximization of opportunities (e.g.,
getting new customers who value both

Although covering different issues (i.e.,

compliance and security);

complying with various requirements,

4) achievement of business goals (e.g.,

and protection against security

revenue increase, better governance, etc.)

threats), both compliance and security
aim for the same ultimate goals:
1) minimization of incidents;
2) minimization of negative impacts of
incidents;

For further information see the article
Should information security focus
on asset protection, compliance, or
corporate governance?
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5) Methods for managing information
security and compliance

Which methods do you use when managing
information security and compliance
in your company?
Online tools

21.03%

Some other kind of security training

20.20%

Security awareness training

Finding

62.42%

Implementation of other standards
and/or frameworks

51.16%

ISO 27001 and security awareness
training are the methods of choice

Implementation of ISO 27001

65.85%

when managing information security
0%

and compliance.

10% 20% 30% 40% 50% 60% 70% 80% 90%

Advisera insight
First, it is important to note that this

Even though there is a general market

speciﬁc result is probably biased due

trend that focuses on IT security,

the fact that respondents are all

companies are becoming aware that

subscribed to the 27001Academy

technological controls are expensive

website and, as such, they already

and slow to implement if the employees

recognize that the adoption of ISO

do not understand why such technology

27001 offers to organizations a globally

is needed, or how to use it. This is the

recognized and proven way to protect

reason why security awareness and

information security considering not

training are gaining recognition as an

only business needs, but also third-par-

important tool for cybersecurity

ty expectations, like those of govern-

management.

ments, regulators, and customers.

For further information see this helpful
material: 25 free videos for a security
awareness program
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6) How do customers view compliance and
information security?

What do your clients/customers
primarily require from you?

3.98%

13.93%

20.56%
51.53%

Finding
Almost 62% of the respondents
answerted that their clients/customers require compliance and informa-

Primarily compliance

Primarily security

Both compliance and
security equally

They don’t care about
security or compliance

tion security equally.

Advisera insight
This ﬁnding is interesting, because it

For further information, see this ISO

supports a trend of transferring

27001 article, because this standard

security requirements from customers

provides guidance for the evaluation of

to their suppliers, who now must be as

suppliers’ security practices:

concerned about data from their

6-step process for handling supplier

customers as they are about their own

security according to ISO 27001

data.
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7) Main challenges with
ISO 27001 compliance

When thinking about compliance with
ISO 27001, what do you see as the biggest challenge?

Don’t know where to start

Too much bureaucracy

Too much manual work

Not knowing the requirements
of the standard

Finding
Manual work and bureaucracy are

Not knowing how to prepare for
the certiﬁcation
0%

seen by the respondents as the main
challenges when thinking about

Fully disagree

Neutral

10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Disagree

Agree

Fully agree

compliance with ISO 27001.

Advisera insight
The implementation of ISO 27001 is

Regarding manual work, if you reduce

often viewed as being much more

documentation, you’ll also reduce the

complex than it really is. The number of

effort to manually handle it and, in most

documents and records required to be

cases, the standard allows you to adapt

compliant with the standard is not as

the documentation to your speciﬁc needs

big as most people think, so bureaucra-

so that you do not need to add many

cy can be kept to a minimum.

more overhead activities.
For further information see:
List of mandatory documents required by
ISO 27001 (2013 revision)
5 ways to avoid overhead with ISO
27001 (and keep the costs down
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8) Main concerns regarding information
security and compliance

Which security and compliance
issues concern you the most?

New methods hackers use

Low level of security education and
awareness of employees

Compliance with all relevant regulations,
frameworks, and laws

Finding

Harm that breaches may cause to the
company’s reputation

The organization’s reputation and its
employees’ level of awareness and

Handling data breaches according
to regulations

training are the main concerns of
respondents regarding information

0%

Fully disagree

Neutral

10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Disagree

Agree

Fully agree

security and compliance.

Advisera insight
Reputation is something that takes years

However, even the most well-designed

to build, and a lot of investment, and it

controls and procedures can become

can go away in a few seconds with just a

useless if employees are not aware and

single incident. And, because an incident

educated about them. So, besides

is not a question of if, but when, organi-

training on how to avoid the most

zations should think not only about

common threats and attacks to

preventive controls, but also on how to

compromise security, they also have to

detect incidents at early stages, how to

be trained on how to properly react in

quickly react to minimize impact,

case of incidents.

including communication with affected
parties, and how to resume normal

For further information see the article:

operations as quickly as possible.

How to handle incidents according to
ISO 27001 A.16
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9) Beneﬁts of security
awareness and training

What do you see as the biggest beneﬁts of
security awareness training?

Improved information security, privacy,
and compliance

Avoided or reduced costs from information
security incidents, breaches, etc.

Improved reputation and greater
trustworthiness

Finding

Education of employees

Respondents consider improved
information security, privacy, compli-

Education of customers

ance, and education of employees to be

0%

10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

the biggest beneﬁts of security awareFully disagree

ness training.

Neutral

Disagree

Agree

Fully agree

Advisera insight
Employees who are aware and trained

Trained people are also more engaged

about information security can be of

on security and protection, because they

great value to help organizations with

have a clear understanding of their role

protecting information, especially

in security and the damage an incident

given that, as of now, there is no

or lack of compliance can bring to the

technology available that is capable of

business and to their own lives.

properly evaluating and reacting to
new or unstructured security threats.

For further information see the article:
What are the beneﬁts of security
awareness training for organizations?
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Conclusion
The purpose of this research was to provide

One possible answer to this situation is the

an understanding of how organizations see

fact that companies focus on the implemen-

the inﬂuence of both security and compli-

tation of single frameworks for manage-

ance on their business. The proposed

ment of security and compliance, and there

questions targeted several issues, like the

does not seem to be a single framework

relationship between security and compli-

that provides great detail on how to

ance, relevant activities, causes of data

address both security and compliance

breaches, and main concerns.

issues. Organizations that implement
multiple frameworks (like ISO 27001 with

While, at ﬁrst glance, responses indicate

COBIT or COSO), may have a better

that organizations tend to address security

understanding of the advantages of

and compliance issues in an integrated

working on aspects that are related in the

manner, largely due to demands from their

most integrated way possible.

own customers/clients, a more detailed
analysis shows that this integration occurs

For further information, see the article:

only on operational activities, such as

How to integrate COSO, COBIT, and ISO

employees’ training, document manage-

27001 frameworks

ment, and application of security controls.
Critical planning and control issues, such as

Finally, organizations have a clear under-

KPI deﬁnition and reporting to top manage-

standing of employees’ roles either as a

ment, seem to be treated mostly in a

cause of data breaches or as a source of

separate manner.

increased security and compliance performance, while the awareness, training, and

The main disadvantage of this partial

education activities are recognized as a

integration is a loss of efﬁciency. For

main tool to achieve such performance.

example, separate planning and control may
not consider optimization of resources
used in common activities, or the use of
complementary compliance and security
controls for a wider and/or deeper level of
protection, and today, any costs you can
save while doing business can be critical to
competitiveness.
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