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Introduction

In today’s competitive environment, every customer counts. That’s also true if you are providing
Software as a Service (SaaS) solutions. But, besides the quality, scalability, and flexibility of the provided
services, customers now are carefully looking for providers that can also protect their information better
than they can. Considering that, the protection of information integrated with the business, and oriented
toward customer satisfaction, is a must.

Implementing an effective and robust Information Security Management System (ISMS) according to ISO
27001 will help you to focus on the important areas of your SaaS solutions and improve efficiency.
Processes that are to be established throughout your ISMS will provide a sound foundation to handle
relevant risks, leading to increased efficiency and profit. This, in turn, will improve your customer
acquisition and retention. Additionally, that makes your management satisfied and your own staff
motivated.

In some cases (e.g., public tenders), an ISO 27001:2013 certificate is a must-have. In some other cases,
customers will recognize your dedication to excellence in providing high levels of security protection in
your SaaS solutions by being ISO 27001:2013 certified. Whatever the situation, even with the cost of the
implementation, ISO 27001 brings many benefits to your business.
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1. Benefits for a SaaS company

Considering some issues that specifically affect a SaaS business, if you just look at the standard for a
moment and think what ISO 27001 can bring to your company, you might be amazed. Here’s how your
company might gather some benefits:

Fulfillment of Service Levels — The risk management approach of ISO 27001 can help a SaaS provider to
decrease the number and impact of most common incidents that can decrease the level of service and/or
website uptime, and to monitor service performance, increasing the chances that it will be capable of
delivering the expected results at all times.

Continuity of services — Sometimes incidents prove themselves far more critical to a SaaS provider than
it can normally handle, causing a complete disruption of activities, and ISO 27001 can provide business
continuity capabilities to ensure that the minimum agreed service levels will be maintained, or will be
recovered quickly, and that the return to normal operations will be as quick as possible.

Data ownership and control — For customers, just as important as having a Saa$S provider to protect their
information is the understanding that they, as customers, are still in control of their own information.
ISO 27001 can provide a basis for establishing access control functionalities that can be used by the
customers themselves to decide who can access their information, and thereby provide better assurance
about the data integrity.

Global compliance — SaaS providers have all the world as potential customers, and ISO 27001 can help
them identify laws, regulations, and other information-related legal requirements that must be fulfilled
for each country they want to have business in, decreasing risks not only to themselves, but to their
customers, too.

Proof of excellence on information protection — So, you’ve set your organization, processes, roles, and
responsibilities, and you are achieving excellent results by protecting information. You are also aware
that potential customers are looking for best-in-class service, and you have to show them that you are
worth their investment. Before they get to know you better, with an ISO 27001 certificate you give them
a globally recognized guarantee that they can rely on, until you start delivering evidence of your
efficiency once they start using your services.
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2. How does ISO 27001 fit to small SaaS
companies?

ISO 27001 is a universal standard that can be applied to any organization, regardless of its type, size, or
the services it delivers. So, even for small SaaS companies, with their specifics (compared to large
organizations), ISO 27001 makes an excellent fit.

The fact that I1ISO 27001 defines WHAT needs to be done, and not HOW it must be done, to protect
information, is its main advantage for small SaaS businesses, because it means that they are not obliged
to invest huge quantities of money to start the game.

Broadly speaking, to implement an ISMS based on ISO 27001, smaller SaaS organizations have to:

e Write about 10 to 15 documents to comply with the requirements of the standard and
requirements specific to their businesses.

e Train personnel on relevant information security topics (basically teach them to use the
developed documentation).

e Spend no money to purchase new software specifically for the ISMS because, in most cases, they
already have all the technology they need.

For SaaS organizations up to 10 employees, the ISMS implementation usually takes around three months,
with the main person responsible for the implementation spending about 20% of his/her working time
on this project.

Enroll in the free webinar to see how
implementation can be done in an efficient way.

3. How is ISO 27001 applicable for
virtual teams?

When we speak about SaaS solutions, most of the talk is about the infrastructure and quality of the
delivered service by the Saa$S provider. But most new SaaS companies work as virtual teams, where their
employees and contractors do not work on the company’s premises, but from home offices (sometimes
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in different countries), accessing the services using different technologies and their own equipment —
and, of course, this poses a security challenge, for which ISO 27001 can provide support as well.

In this scenario, ISO 27001 can also be used to identify risks related to access of information being
performed from off-site and using devices not owned by the organization, with the implementation of
controls such as:

e Acceptable use of assets, to ensure there are clear rules for all employees and contractors for
the use of information systems and other information assets.

e Terms and conditions of employment, to ensure roles and responsibilities for information
security are formally understood and accepted (strangely enough, the most common security
incidents are not related to intentional attacks, but to a lack of awareness of information security
responsibilities and the consequences to the person or organization if information security is
compromised).

e Security of equipment and assets off-premises, to ensure that proper controls are implemented
to handle the risks of working outside the organization’s premises (e.g., restrict access to rooms,
not leaving equipment unattended, etc.).

e Agreements on information transfer, to ensure there are clear rules to protect the security of
information when it is exchanged within or outside of the organization.

In short, with ISO 27001, a SaaS company can protect not only the assets inside its premises, but also
define proper rules to ensure the protection of information when being accessed by virtual teams,
wherever they are working from.

4. How to set the scope if the server is
in the cloud

The scope definition of an Information Security Management System (ISMS) requires clear understanding
about what to protect to minimize the risks of information compromise, and servers implemented in
cloud environments are an extra challenge in this critical step of the ISMS implementation.

While the flexibility of cloud solutions offers many options for an organization to choose from to fulfill
its needs, these can also result in different risk scenarios that can have a great influence over the scope
definition itself.

The following are the most common cloud solutions you can find, in order of increasing complexity:
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Infrastructure as a Service (laaS): offers only basic computing infrastructure (e.g., physical and virtual
machines, location, network, backup, etc.)

Platform as a Service (PaaS): offers, beyond computing infrastructure, a development environment for
application developers (e.g., operating systems, programming language execution environment,
databases, etc.)

Software as a Service (SaaS): offers to final users access to application software and databases (e.g.,
email, file sharing, social networks, ERPs, etc.)

laas PaaS Saas

Application Application

I Customer has control

Provid d Cust
- roviaer an USstomer
share control

[ Provider hascontral

Figure 1 — Asset control by cloud service models

Note that, as complexity increases from laaS to SaaS, assets under the control of the customer start to
go under the control of the provider, and this drives the changes in the ISMS scope, as will be presented

next.

Considering these cloud solutions, here is how to take them into account to ensure that an ISMS scope
based on ISO 27001 is aligned with business needs and the adopted cloud solution, covering the
information to be protected:
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Cloud Solution

Comment

Impact on ISMS scope

definition

1) The organization deploys its
physical servers to host their
virtual servers on its own
datacenter.

2) The organization deploys its
physical servers to host their
virtual servers on a third-party
infrastructure (only space and
facilities).

3) The organization deploys its
virtual servers in a third-party
basic computing infrastructure
(public 1aas).

4) The organization uses a third-
party platform (public PaaS).

5) The organization uses third-
party Software-as-a-Service (public
Saas).

This is the private cloud type
concept, more often seen in
medium and large organizations,
who can afford the infrastructure
costs. In this case, the cloud model
(laaS, Paas, or SaaS) does not have
influence over the scope, as all
assets belong to the organization.

The third party offers colocation
service (a widely used outsourcing
concept before the age of cloud
services) and the organization
operates the physical and virtual
servers. This can be seen as a
transition between private and
public cloud types.

The organization takes advantage
of all physical infrastructure and
virtual machines provided by the
third party.

Virtual servers and, to some
degree, applications are provided
by the third party.

Virtual servers and all applications
are provided by the third party.

Datacenter facilities’ physical
location, hardware, software, and
data should be included in the
ISMS scope.

Hardware, software, and data
should be included in the ISMS
scope, while the physical location
is out of the scope.

Software and data should be in the
ISMS scope, while physical location
and hardware are completely out.

When the organization uses a
third-party Platform-as-a-Service,
the data and all application
software should be included in the
ISMS scope, while everything else
is out, including all system
software.

When the organization uses third-
party Software-as-a-Service, only
the data should be in the ISMS
scope.

As you can see, the adopted cloud solution can greatly impact an ISMS scope, from having everything
under your control to only maintaining the data with you. But, what does this reduction in scope mean
in terms of risks? Does this mean that you will have fewer concerns about information security? The
short answer is no.
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Just because you have another entity responsible for elements you used to control does not mean the
risks disappeared. This situation, when you designate another party to handle your risks, is called risk
transfer, and can be adopted when the results of the demonstrate that a third party can
provide a better solution than you handling the assets yourself. For more information, see:

But the benefits may be rendered useless if the third party’s practices do not offer proper security levels
considering the organization’s scope. To handle this situation, an organization should consider ISO 27001
controls related to supplier relationships (Annex A, section 15), for example, by establishing

in contracts and service agreements. For more information, see:

For more information about the size of the scope, see

5. How does the certification process
work?

Once you have decided to go for the ISO 27001 certification and completed all the necessary activities
and investments, how will you know if you have everything the certification body is asking for? What
exactly will the auditor be looking for?

First, the auditor will perform the stage 1 audit, also called the “document review” — in this audit, the
auditor will look for the documented scope, ISMS policy and objectives, description of the risk
assessment methodology, risk assessment report, statement of applicability, risk treatment plan,
procedures for document control, corrective and preventive actions, and the internal audit.

You will also have to document some of the controls from Annex A (only if you found them applicable in
the Statement of Applicability) — inventory of assets (A.7.1.1), acceptable use of assets (A.7.1.3), roles
and responsibilities of employees, contractors and third-party users (A.8.1.1), terms and conditions of
employment (A.8.1.3), procedures for the operation of information processing facilities (A.10.1.1), access
control policy (A.11.1.1), and identification of applicable legislation (A.15.1.1). Also, you will need records
of at least one internal audit and management review.

If any of these elements are missing, this means that you are not ready for the stage 2 audit. Of course,
you could have many more if you find it necessary — the above list is the minimum
requirement.
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The stage 2 audit is also called the “main audit,” and it usually follows a few weeks after the stage 1
audit. In this audit, the focus will not be on the documentation, but on whether your organization is
really doing what your documentation and ISO 27001 say you have to do. In other words, the auditor will
check whether your ISMS has really materialized in your organization or is only a dead letter. The auditor
will check this through observation, interviewing your employees, but mainly by checking your records.
The mandatory records include education, training, skills, experience and qualifications (5.2.2), internal
audit (6), management review (7.1), corrective (8.2) and preventive (8.3) actions; however, the auditor
will be expecting to see many more records as a result of carrying out your procedures.

Please, be careful here —any experienced auditor will notice right away if any part of your ISMS is artificial
and is being made for the purpose of the audit only.

OK, you knew all this, but it still happened — the auditor found a major non-conformity and told you that
an I1SO 27001 certificate will not be issued. Is this the end of the world?

Certainly not. The process goes like this — the auditor will state the findings (including the major non-
conformity) in the audit report and give you the deadline by which the non-conformity must be resolved
(usually 90 days). Your job is to take appropriate corrective action, but you have to be careful —this action
must resolve the cause of the non-conformity; otherwise, the auditor might not accept what you have
done. Once you are sure the right action is taken, you have to notify the auditor and send him/her the
evidence of what you have done. In the majority of cases, if you have done your job thoroughly, the
auditor will accept your corrective action and activate the process of issuing the certificate.

It is important to note that the certificate is valid for three years only, and it can be suspended during
that period if the certification body identifies another major non-conformity on the surveillance visits.

Conclusion

With core technologies becoming more accessible each year, and the range of available solutions
increasing, cloud solutions providers now have to find alternative ways to offer possibilities for their
customers to make their business run in a more cost-effective way — and offering higher levels of
information security may prove a great differential. But you should be aware that the benefits for you as
a SaaS provider, and to your customers, can be lost (or even result in further damage) if your cloud
scenario is not considered in the way you protect information under your responsibility.

By following the requirements and controls of ISO 27001, you can form a solid basis for defining your
organization’s ISMS scope and the sharing of responsibilities between you and your customers. This will
help you plan the controls and clauses you will offer as differentials for your cloud services, allowing you
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to attract and retain more customers and ensure the sustainability of your business as a SaaS provider,
while keeping information and assets under your responsibility properly protected.

Check out ISO 27001 compliance
software

To see how to implement ISO 27001 through a step-by-step wizard, and eliminate most of the manual
work through automation, of Conformio, the leading ISO 27001 compliance
software.
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